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ABSTRACT

With the popularization of smartphones, Social Networking Service (SNS) has become the means of communication for
modern people. Due to the nature of the means of communication, SNS generates a variety of archive and preservation
evidence. Therefore, it is a major analysis target in terms of digital forensic investigation. An application that provides SNS
stores data in a central server or database in a smartphone inside for user convenience. Some applications provide encryption
for privacy, which can be anti-forensic in terms of digital forensic investigation. Therefore, the study of the encryption
method should be continuously preceded. In this paper, we analyzed two applications that provide SQLite-based database
encryption through SQLCipher module. Each database was decrypted and key data was identified.
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Table 1. Analysis Environment and Information

of Tools

Devices and

Name and Version

Software
PC Windows 10
Smart Samsung Galaxy S5/Android 7.1.2
Phone Samsung Galaxy A30/Android 9
Decompiler JEB ver. 3.13.0.202002181912
Debugger IDA Pro ver. 7.3
DB DB Browser for SQLite
Browser ver. 3.11.2

Hex Viewer

HxD ver. 2.3.0.0

Table 2. Analysis Results of Study

OAE ZAY Wl ke EANOZ Age
= eloleulol 2 oEshe] vhe weke ool who
A A5 ek, AAR O ol AHgElE 1R

E vA1A WeChat SQLCiphers AH8-3}ed d]
olelHlo] ~E <ta3}slglon ol uigt B33} Hiek
o] AAE u} glti4). WeChatelld= IMEI (Inter
national Mobile Equipment Identity)¢} uin (u
nique identification number)& A8-5}¢] Passph
rases Ao, SQLCiphers &3 dlojg]
Hol~E E3sldct /AR HeE 8 7Fst
d53lE AF3stE ChatSecured] dHlo|E{Ho]~E
E33leta 78 oA ES £ T EAgt
(5). ChatSecure®| dlelej#lo]x g/ H353} Pas
sphraseL /n]._s_;q_ ole:l JH _ﬂx: 7]13]-0; OLEE].
=o] preference el AAwoIgldct. F=3
gharol|A] o] AlgElE wAlA 7171 dolER
aela QQ HE dolewelxs HE3) niely o1
= wb oleb6). AREA oF A= vHEeR
HolEe S +53lak wel wlAlA SureSpote] ¢
3l%l dlo]ElE Androide} i0S #H4elA B33} B
St AFE EAZHT)

Il. LAF OZ2|7|0lM

LA ohEelolde NS T 2Ee

APK Key Key Generation
Application . Generation Algorithm Algorithm Algorithm Parameter
Version .
Algorithm Parameter
C @ Database File
L android_id, SQLCipher Password @ Output of
Company’s 1.1.7 SHA-256 stringl, (C, Passphrase, Key Generation Algorithm
Application string?2, string3 | Pagesize, Iteration) Pagesize @ 1,024
[teration : 64,000
C @ Database File
B SQLCipher Password : Output of
Company's | 2.1.28 nextInt() - (C, Passphrase, Key Generation Algorithm
Application Pagesize, Iteration) Pagesize @ 1,024
[teration : 64,000
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databases Zt] el f_—xﬂﬁ}—c user.dbe A}
I dleleE AAstH, talk.dbe ¥ Hre}l A
gl AR g As}, F gde »% SQLCipher
RE 3 ghusiEe] glrh. £ Ao fEEA
A BAe Es] SQLCipher ®Eeo| ARg%
Passphrase AAWeRS: 43l AA B33gk

5, 7h7be] dlolelulo] 29| ofelAES Aeldi}

o

|#] google_app_measurement.db
| ] google_app_measurement.db-journal
app_data 1] goegle_app_measurement_local.db

|| goegle_app_measurement_|ccal db-journal

cache
code cache %] mattandroidService.db
|| mgttAndroidService.db-journal
3 talk.db

files

lib | user.db
no_backup
shared_prefs

|| serverlistinfo

Fig. 1. Data Structure of L Company’s Application
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LAF o E2jA o)Al dlolefmle]~ ¢33lE $3)
SQLCipher Z&& AMEcH(2d 2).

SQLCiphere SQLite dHlo]eHlo]~E k&3
37 S8 g wEolr) AMgAl i 9=
7lHke 2 <tE3l7|E AAEY, AES-256-CBCR
=2 deoleE tasiit} gtasty] A Al AR
A dwelE, 7] A ] ubESlg A5 A}

83 HMAC <ae]s, dlojejule]~o] so]#] =
7]E gjefulg] & wlo} 24T 4 gle “4 AxE g
HEHE A A 28 JAYgeE Qi A
H537} 27bssieh(8).

ZH2te] dlolelulo]~H Passphrase AR
o3 2

of
o

public static void loadLibs(cContext arge, File argl, LibraryLoader arg2) {
Class we = sQLitepatabase.claoss;
synchronized{ve} {
arg2.leadLibraries(new String[]{"sglcipher”}};

¥

Fig. 2. Load “SQLCipher” Library in L Company's
Application

3.1.1 userdb &453} 7| MAMPY

user.db®] Passphrase AAIAL t}d3} 2+
th(1d 3).

android_id

1

@
result_A = mix,(SHA-256(android_id), string1)

I

. @ .
result_B = mix,(SHA-256(result_A), string2)

®
result_C = mix,(SHA-256(result_B), string3) ‘

I

‘ Passphrase = string(SHA-256(result_C)) ‘

@ string1 = 754s8UI1Vo8[4X(2<D:y%!If,ZI0obZoN

@ string2 = xJ*v*:x|68ZZ'W!}Tjl%!If<w3tsVUWWv

® string3 = _;F*hJ2_7e4s8UIV<EY5!L6WWSV*R|'N
x~X[zXH2|6(z0'7!f68Zj'W!JFqLINB'z

Fig. 3. Generating Passphrase of user.db

android_id+ QE}O] 25 FESE 64-bitY] 2
dezol= wHo| we}
ol afell A =

uri content://setti

_id. value=c5b9cf5153¢fb8f2

K sAEY
android-c5b9cf5153cfb8f2

Fig. 5. Getting android_id from Developer Option

steol= 8.0 ol ‘/data/system/users/0
AR A= settings ssaid.xml TFdelx] o=
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2lAlo)4d9] android_idE 253t 5= 9JcHa# 6).

<setting id="116" name="10300"[value="b65bd51c368e771d"]|
package="com.everysing. lysn" defaul tValue="b65bd51c368e771d"
defaultSysSet="false" tag="null"/>

Fig. 6. Getting android_id from settings_ssaid.xml

353 android_ide SHA-256 sjA|g== 3
At 5 5’_7‘3 A Ak stringl, string2, string3
< 33 Wb & g Wl o s A
o7 Passphraseﬂ e}

il

2 =rdlA ARSEE miz, e £ ITHRE

A= Hash Value
B = Fixed String

defmix, (4,B):
for i in range (0,max (len(A4),len(B)) :
result = result | A[i*2:i*2+2]|| Bli]
result = result||Ali ;]| Bli ]

defmiz,(4, B):
for i in range (0,max (len(A4),len(B)) :
result =result | A[i*1:¢*1+1]| Bli]
result = result||Ali ;]| Bli ]

defmzzs(Avg) :
result = B|lA

miz, ¥5E HAF 2-byted TAE FAd
1-byted ZFsl= o)),

miz, T4 HAF 1-bytewd wAH FApd
I-bytes 3= Folrt.

mizy T IAE A Tl HARE AA

3= ghpolr.

mix,, miv, ¥Fe 2F F WAH% == ALE
o] = A% =3
A g,

user.db A Al AHEEE miz, 5 oA
52 user.db®] ¥2}
d 23 AAE A Aok (ad 7).

miz, TFE EF AR AHESE F 4 o
SHA-256  #A=r= sl v dHlelHE
Hex-Stringo.2 <139 (424h3h= 222 user.db
9] Passphrase’} A=t}

E mixzy, miz,, mix

A=SHA—256(android_id)=| a, ‘ a, | a; | a; | as ‘asz | Qg3 | Aps

L[] [a] |2
string1=|7‘5|4‘s|8‘u| ‘Z|0‘N|
[ 7] ]a]s]~ [~]

result_A = mix, (A, string1)=| a, ‘ a,| 7 |as|a,| 5 ‘asz | g | N
B=SHA-256(resuIt_A)=| b, \ b, | b, \ b, | b, \ be | ‘bsz | bes \ b54|
stringz=|x‘J|*‘v|*‘:|---‘U|w‘v|

result_B = mix,(B, strin92)=| b, [ X | b, ‘ J | by

N ‘bsz | b3 ‘ b54|

C = sHA-256(result 8) = ¢, [ c, B
s[-Je] 2]
L]

Fig. 7. Mixing Rule for Generating user.db
Passphrase

*

h

(e e
strin93=| _ | H | F ‘
result_C = mix,(C, strings)=| [ | [ | [

e B

312 takdb 2453 7| MAMIY

talk.db®] Passphrase AA3A-& t}e3} 72}

(¥ 8).

@
result_A = mix,(SHA-256(useridx), string1) |

v

’ @ .
result_B = mix,(SHA-256(result_A), string2)

]

©)
result_C = mix3(SHA-256(result_B), string3) |

I

‘ Passphrase = string(SHA-256(result_C)) |

@ string1 = 8slUV47U'j!8]1Z6w!%f:,yDI8sI5V47U

@ string2 = !%fj<IDIN9"qz<FBXz2x|[~H|RNVx*$"

@ string3 = VsI3vtwU'J!(fz6'h*2;_F_JI56 JWWyJLX
D28<[0('Z!8}Z6wbooINOZZ*vxJ|.X:

Fig. 8. Generating Passphrase of talk.db

useridx+ user.db?] users ®lo]&ol| #A=]o]
S AHAE 2 indexth. Wb user.dbd &
3317} Addsof gl

talk.db®] Passphrase =42 user.dbe}
5 Bdsixnt 2AE EAtdo] tl2n mix,
o A =AM mix,, miz,, mir, 2 2]} 8l
&2 talk.dbe] At 2§ A& Al73et
Aotk (1 9).
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A=SHA—256(useridx)=i a, | a, | as ‘ a, | as | ag ‘ |a52 | Ap3 ‘ as,,|
string1=|8|s||[u|v|4‘»~|4|7‘u|

result_A = mix,(A, string1)=[ a, | 8 | a, [ s | ag I | ‘ |aﬁz | ags ‘ a;,,.|
B = SHA-256(result_A) = | by | b, [ by [ b, | bs [ bs | = [ bes | bes | bed |
strin92=|! %f[j|<|l[~~|*|$“|
result_B = mixy(B, string2) =[ by | * [ b, [ % [ by | £ | = [bea | bes | bas]
C=SHA-256(resuIt_B)=| cy | [ [ [N | c, | Cs ‘ Cg | |c62 ‘ Ce3 | C54|
strings=|V|s‘l|3|v‘t|---|,‘x|:|

result_C = mix,(C, string3)=| \ | s ‘ | | | X ‘ : | c, | ‘Csa | c64|

Fig. 9. Mixing Rule for Generating talk.db
Passphrase

nAqgk otssl S ke ATFAIEE dlolelu]
o]~9] B33} Hioke o} k(= 10).

START

Get 'android_id’ and
*fixed string'

Get 'useridx’ from
decrtyped user.db and
fixed string’

Generate Passphrase
with mix, functions

Generate Passphrase

with mix, functions
and SHA-256 and SHA-256

[ |

Encrypt talk.db
SQLCipher(talk.db, Passphrase, 1,024, 64,000)

Encrypt user.db
SQLCipher(user.db, Passphrase, 1,024, 64,000)

Encrypted user.db

Fig. 10. Full Decryption Process for L
Company's Application Database

Encrypted talk.db

3.2 HOIE{H|0|A 5535} Zn}

LA ofZElAlol e dlolgulo]l s gt Ele
SQLCipher3® default I=}vle]E  AR&3ch,
SQLCipher39 default =te}vlel= o}&3} 2},

Pagesize = 1,024
Key Derivation Function Iteration = 64,000
HMAC/KDF algorithm = SHA-1

AlAl Passphrase A4S 74 F A=
Passphrase®} SQLCipher3 Zllvel2 233} A=
A7} dlolejlo| 2} Al o Z Resisich (™ 11).

01 02 03 04 05 06 07 08 0% OA OB OC OD OE OF Decoded text

4C  *)y.a..meEUghd>L

0B OC 0D OE OF Decoded text

72 6D €1 74 20 33 00 SQLite format 3.
0 0 08 e

0 00 00 00 00 00 00
0 00 00 00 00 00 00

Fig. 11. L Company's Application Database
Decryption Result

chew 7

rie

18

user.db dlell AA% 8 olg|dE
(& 3).

useridx Z#-E 11| o] AHFR o] Foizl
dolBl 2 AlgAle] If index #elth. container
A7 AR F¥E oulste, 2aclEelsi=
AR2E AR 1, YA E 022 R8I} userld
AR AREAL 7k Al d =g ofolr]al oful F
27F AAREI) profileMessage 23> AP}
d=Eg e wAAE 9vlsla phoneNo ZHH-2
AHERLe] AeE WHert A=Y} updateTime 2

Table 3. The Data of user.db

Table
Columns Content Remarks
Name
useridx user index
tvpe of 0 : user’s
container P friend
user )
1t user
email
userld user 1D
address
username | user name
profile
users profile message of
Message user
status
user
phoneNo phone
number
user
update . .
DS update Unix Time
Time .
time




SNS ef=e]A o] o] H53} 2 ofg|dE o7
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talk.db el #1745

F8 obelg

Table 4. The Data of talk.db

Ev o &

Table

Columns Content Remarks
Name
. chatroom
roomidx .
index
text,
video,
type type of image,
yp message place,
file,
chats audio etc
toxt message
content
user index
sender which sent
message
. message
time .
send time
. chatroom
roomidx .
index
user
name indexes in
chat rooms
message
lastChat content
Text which is
sent lasty
message
lastChat time which
Time is sent
lastly
text,
message video,
lastChat type which image,
rooms .
Type is sent place,
lastly file,
audio etc
message
lastChat index
Tdx which is
sent lastly
the number
unread
of unread
Count
message
maqttHost matt host
address
mattPort matt port ex. 1009
number
openchat_ openchat
name room name

oHE 4],

chats elo]&2 wAA] o Wit HRE AAghc}
roomidx AL HIAAE /AR AR
index #& elvigcth. type HH> wAAS] 3
< Yel | text, video, image, place, file,
audio 522 AT} text Aol F/2AlS
HA1Z] Ygo] AAET} sender ZAHL WAAE
B AR index 2 mdic}

rooms Ho|Eell= Aeutel that AHHE AR
t}. name ZAFoll= A x3E ZE A8}
index #tel VLE]E‘r unreadCount AL
- wAIA ] JhE ovigitt. o F AR 7
X openchat_name Z#He] &= ZH‘%’HC}PJ o]

A
IV. BAF O4Z2|30|M
B ofEelAe RsE ol LS

emelal WA ol

9] Z]
= g A]——%—X}.‘Z]— O_L!EH d A=
| 3

[ 4>

Broadcast 7]5g &3 4
ol ARgAtl A ] me A4
Zo ot Avh(2d 12).
Agatel AR 2 A" AR S dHelHe
databases £t W] t3shdl dlojgjmo] el A
gelolglet. dolewleo]~= SQLCipher &< 9
al sfzstEle] gleh. & AelA= dlolE #4E %
3] Passphrase® 53l dHolHE 2333 5,
dleJefuo] ~9] ofe|HEZ Ae]gic}.

1 bridgefy db]
[ google_analytics va.db
cache [ google_analytics_vé.db-journal
code_cache [ google app_measurement_localdb
(] google_app_measurement _local.db-journal

iles.

lib o BgfyPrefs.xml
no_backup com bridgefy.sdkclient.xml

*| comcrashlytics android core CrashiyticsCore xml
] com.crashiytics prefs xmi
*) com crashlytics sdk androidznswerssettings xml
 com.google.android.gms analytics.prefs.xmi
?) com.google android gms appid xmi

 com.google android.gms messurement prefs xml
3 com.goog! uth.api of +MToz0D VSkcmOpZD ---
 com.google maps api android ibé. drd PREFERENCES_FILE xmi

3 io fabric sdk androidfabrica.2 2.2 mxml

1 MapviewinitializerPreferences xml
3 TwitterAdvertisinginfoPreferences.xml

Fig. 12. Data Structure of B Company’s Application

A

b |

4

4.1 2453 A

HI

BAF e ZEjAlo] A2 dlolemlo]~ ghasto] Al
gt SQLCipher®] Passphrase® shared_prefs/
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BgfyPrefs.xml Well &3} “database_passw
OITi” éi}g%fq] E§<§% i% EHji; Zﬂ?@}?}I:}(;:L{a ],3).

Get Passphrase

<string nane="user_name" >=SM-NIEON< st ring> Length
v<string name="chat Ent ry—f57h942a-aa03-4b94-9193-06952a485da6" >
{"color” 769226, "initials" :"DC", " lastDateSent " : " 155200586874 l
0B96Zad88daE”, “userNane” :"Dincce”
</string» Generate Random
<hoolean name="settings_analytics” value="falge"/> Passphrase
<long name="creat ion_date” value="1580951B642676" />
v<string name="advertising”> l
samsung SH-NS9GO0M Android SDK version 25 +7 Device can act as
<fstringx
<boolean name="broadcastOnboard ingDialog” value="false" /> Decrypt bridgefy.db
vstring name= database_password > SQLCipher(bridgefy.db, Passphrase, 1,024, 64,000)
swHEN:=7P{ [p: hUTTEKL 2w 5 THY20EKSYwY - ZX[F~GUE. 4] L<A A+ d<CH
</string l
Fig. 13. database_password Stored  in ‘ Decrypted bridgefy.db ‘

BgfyPrefs.xml
END
4= “database_password™®] A4 o}
w7 2 (™ 14). Fig. _15.lFu|| Decryption Process for B Company's
Application Database

‘ Seed : Cuirent Time ‘ 42 E"OIE'I H'Ilolé 555}
‘ Passphrase Length = nextInt(128) ‘ B,\]_ oH_IE‘_!-_E] ﬂ]o]/x‘i% E]]Q]Eiuﬂ ])\ o]—:{p‘,}-oﬂ SQLC
e _ ipher3¢] default sebv]el AHg3bc). Ala) BafyPr
lteration = Password Length ‘ ‘ Seed = Current Time efsxmloﬂ X—] ZLH databaseipasswordé /\]—-g—z'i}

\ |
.

‘ Passphrase.append(char(nextInt(96) +32)))

of dlolejulo]~E HEstele] HHor HastEl
dlolefulo] ~5 F53rH(2d 16).

Iteration -= 1

1

False

49 bridgefy.db

Iteration == 0

Decoded text

£<#Ul B> *

Fig. 14. Generating B Company's Application
Passphrase

Decoded text

SQLite format 3.

nextInt &= BFE 4 "51 o7 Wl (04E 3
T AT Abe] §lole] AE wighehs oAb e A
A7Ict. At vk 719 Seed= A Alztelrt
Passphrase®] Z¢]i= nextInt(128) &% %3l

0 00

gll=bl Xqﬁﬂ"]ﬁ]r. °]—€F Passphrase®] ZHeo|ut& Fig. 16, B Companys Application Database
HkE3le] ASCII ZE= Wef| %3 7153t #Ad S Decryption Result
ol A3l Passphrase® AHE-gic).

28 ofwsl AAS s|ake R ATAIRE dlo|eu 4.3 OIE[HE &Y

o12-8] &3} Wele vheat Yek(a1Y 15).
BAF ofE]AlelAde] dlelejulo] s el AR
T8 ol A E= oh3d A E 5).
ARgRLe} ARgAEe] Aol g AR bgf friend
glo] Lol AA=e] wAA|o] 3t AR bef message
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Table 5. The Data of B Company’s Application
Database

Tabl
alalle Columns Content Remarks
Name
id user ID
bgf_
friend user_ user
name name
message R
dataSent 8 Unix Time
send time
. image
image
name
friend_id friend ID
bgf_ 10 :. text
message | message | message - lmage
type type (jre. png,
gif etc)
2 location
receiver receiver
1D
sender sender 1D

11:

L
o

el A0, 0 AR Aol el

I3 gol, user_name ZHL AMHEA} AA
g o]&olt}t. dataSent Az wlAA] ] A% A|7F
S 9nslz, Unix Timel22 ZHHC} o|n|x| &
AEPE o image Ao o] A=) =)
2E | AR AR 913 # et WAz o] £
o] th=A vrehdr}.

V.2 &

SNS efZejzlel el A4 dlole= A W8
T A7 AR Z 2821 §9E mlelsls b B
o Elt}, thekdt SNS olFelAloldelrl e s 4
T Aol BatsiAd qkasisie] tue]x
o A%

&=

ym

W dateh, ¢hes) 7] qhy] A ew 2
4 o itk kst dlolele] Ik B33 AT
A=A = & HAE A Akl AR
=ttt webA HAE EalA] A A B3]
< A5l 7HA] ole ofgHEE RFS= B
A7) a3l

E EellA deleue]|~E ghastste] AAta)
¥ Z59 SNS olZgAelde E43. LA
ZA0]AdS android_id®} useridxE 7|HEeZ
sl FAkd mix §5E AMHSSle] Passphra
seS A3l AAE Passphrases SQLCipher3

@

2 ok NE o

o2

2

o} 3 "olewle| A5 /B35 33t BAF ol 5]
AolAde &Al AL 7MEeZ WY Passphrase
£ AAsle SQLCipher3st 37 doleHo]~E
st/Esstect, AP A€ Passphrasee sh
ared_prefs el &a3l= BgfyPrefs.xml 1} o)
AR o Ze]Aold 4 F PassphraseE A
A e FEgom AA dHoleHo]AS B335},
T ooZEAelAdL deleue]~ ¢33} JE
FAsA] Fgh W o2 A AV A EAl 2ats)
A d=r) YA E FAHA] A A= 2] 5
g HRo] Hgx|nt AR B Fo] T o)A
. Bek WoRE NISTS W3
ARl A= s AR mtdg hEsleii

N9 =g AL ASE 2ol ohd gk
A4, a2l 24T a7 ohd AbgAe] Qg
& 7o R F571E ANk sh A o] EAIR

References

(1) Korea Information Society Developme
nt Institute, "KISDI STAT Report,” ht
tp://www kisdi.re. kr/kisdi/fp/kr/publi
cation/selectResearch.do?cmd=fpSelec
tResearch&sMenuType=2&curPage=1
&searchKey=TITLE &searchValue=&s
SDate=&sEDate=&controlNo=14669
&langdiv=1

(2) "Tllegal trading of drugs and babies th
rough SNS,” KBS News, https://news.
kbs.co.kr/news/view.do?ncd =4384756,
Feb. 2020

(3] "Nth room: A digital prison of sexual
slavery,” Korea JoongAng Daily, http
s://koreajoongangdaily.joins.com/2020/
03/29/features/DEBRIEFING-Nth-roo
m-A-digital-prison-of-sexual-slavery/3
075441 . html, Mar. 2020

(4) Songyang Wu, Yong Zhang, Xupeng
Wang, Xiong Xiong, and Lin Du,
“Forensic analysis of WeChat on Android
smartphones,” Digital Investigation, vol.



AR B 5 53] =77] (2020. 8) 591

25, pp. 523, Dec. 2018.
Cosimo Anglano,
and Marco Guazzone, ‘Forensic analysis
of the ChatSecure instant messaging

Massimo Canonico,

application on android smartphones.”
Digital Investigation, vol. 19, bpp.
44-59, Dec. 2016.

Jusop Choi,
Hyun, and Hyoungshick Kim, “Digital
forensic analysis of encrypted database

Jaegwan Yu. Sangwon

files in instant messaging applications
on Windows operating systems: Case
study with KakaoTalk, NateOn and
QQ messenger,” Digital Investigation,
vol. 28, pp. 550-559, Apr. 2019.

(7]

Giyoon Kim, Uk Hur, Sehoon Lee, an
d Jongsung Kim, "Forensic Analysis of
the Secure Instant Messenger Surespo
t,” Journal of Digital Forensics, 13(3),
pp. 175-188, Sep. 2019.

Zetetic, “SQLCipher,” https://www.zet
etic.net/sqlcipher/

NIST Computer Security Resource Ce
nter, "Draft NIST SP 800-118." https:/
/esre.nist.gov/csre/media/publications/
sp/800-118/archive/2009-04-21/docume
nts/draft-sp800-118.pdf



592

SNS ef=e]A o] o] H53} 2 ofg|dE o7

(M X2 7H)

%l (Sumin Shin) 34

29 g AR ek s sty E<

d 39 ~dA: g S5 BRI At
Fop) tAE ZeA AwRF

2l (Soojin Kang) A3

24 Smldishal A HekekE e} £

209 3Y~&A: Sl G5 Breksh Al
(T Eoh A g zdA] ARHEE

71 7] % (Giyoon Kim) #4341

20199 2% Ity AR Rkks ek £

20199 3¥~&A: Fedistn F4A Rk} Al
(FAFol) gxe £33 ot5 35

A % 4 (Jongsung Kim) F413]4

20004 84/20029 84: wevstal =3 a}/oldtA A}

20064 1149: K.U.Leuven, ESAT/SCD-COSIC AR R E F-3hula
20079 29 westa AR Ity Fahula}

20074 39~20099 8¢: wE st AR WS )|EATAE ATus
20094 99~20134 24: Addgtal e-n|=2 28y} 2

20139 39~2017d 24 IFuIhsta ety Faa

20149 39~ gty dukehd 44 H R ekely) Y
20179 39 ~&A: st AR Hekks ek} g

(FAHop) HHHEFE s dwelE txE x4

}



